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Background

Mac computers are frequently used to access Epic and other systems via
JRemote. This document contains step-by-step instructions for configuring
JRemote on Macs, including steps to:

A. Check for Operating System Updates (Optional)

Empty the Browser Cache and Enable Pop-up Windows
Configure Java Preferences

Configure Safari (Required for Mac OS Version 10.6 or greater)

mo 0O w

Connect to SHC network via JRemote
F. Close Java Applets Following Epic Session Closure (As Required)

These steps are also intended to resolve typical issues encountered by
JRemote users, and are for use with Mac desktops and laptops only.

You may click the following links to access recommended solutions:
e Canto for iPads

e Haiku for iPhones

System Requirements

Attention Please: : JRemote will not function properly on a Mac
which has Sophos Anti-Virus installed. University-issued devices

include the Sophos Anti-Virus product. At present, there is no known
work around other than to uninstall Sophos. The University and
Sophos are actively engaged in determining the best resolution.

The following are the system requirements for using JRemote on a Mac:

e Operating System (0OS X): Version 10.5 or higher (Leopard, Snow
Leopard, or Lion

e Browser: Safari 4 or later. Users may opt to use alternate
browsers such as Firefox or Chrome, but these alternatives have not
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been tested and are not supported. Safari is the recommended
browser and the instructions below are tailored specifically to Safari.

e Screen Resolution: Minimum of 1024 X 768

Please note: Mac OS X Versions 10.4 (Tiger) or lower are NOT
supported for remote access. If you have an unsupported
operating system, you may experience issues unless you upgrade
the OS (and hardware, if needed) to a more current Version.

You may confirm the Version of your OS X by completing the following steps:

1. Click the Apple icon in the top left corner of your screen.

2. Select About This Mac.
3. The OS X Version will be displayed.

&) About This Mac

Maé CS X

Software Update... \

Processor 2.16 GHz Intel Core 2 Duo
Memory 1 GCB 667 MHz DDR2 SDRAM

Startup Disk Macintosh HD

More Info...

TM and © 1983-2011 Apple Inc,
All Rights Reserved.

Note: Different operating system Versions will have slightly different
screens/steps. If the instructions below do not precisely reflect your
experience and you are not able to determine the equivalent action
applicable to your OS X Version, please contact the SHC Service Desk
at (650) 723-3333, and select Option 3 for remote access support.
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Configuration Steps
A. Check for Operating System Updates (Optional)

Complete the following steps to ensure your operating system has the most
current updates. If your system meets the minimum requirements, you may
skip to the next section, "Empty the Browser Cache.”

1. Select the Apple icon in the top left corner.

2. Select “Software Update...”

3. The computer will check for new software updates; this process may
take several minutes

System Preferences..
Dock
Location

Recent Items

Force Quit...

Sleep Checking for new software.

Restart...
Shut Down...

Log Out Tango... ©%Q

4. Available updates (both OS X and installed applications) will be
displayed. Select the update to view update information.

5. To select an update, click in the checkbox to the left of the desired
update.
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6. Once you have selectd all desired updates, click the “Install *#’ Items”

button.

Software Update

when you're ready to install.

New software is available for your computer.

If you don't want to install now, choose Apple menu > Software Update

Inst, A Mame Version Size
[V Mac OS X 10.6.8 Supplemental Update 1.0 10.5 MB
= iWeb Update 3.0.4 187.4 MB
{f Security Update 2011-005 1.0 188 KB
= iWork Update 6 9.1 90.2 MB
= iPhoto 9.1.5 9.1.5 232.1 MB
{f Migration Assistant Update for Ma... 1.0 312 KB
] iTunes 10.4.1 92.8 MB
v iDVD 7.1.2 7.1.2 37.6 MB

The Mac 05 X 10.6.8 Supplemental Update is recommended for all users running
Mac O5 X Snow Leopard 10.6.8 and resolves issues with:

» Transferring personal data, settings, and compatible applications from a Mac
running Mac OS5 X Snow Leopard to a new Mac running Mac 05 X Lion

& Certain network printers that pause print jobs immediately and fail to
complete

» System audio that stops working when wsing HDMI or optical audio out

For detailed information on this update, please visit this website:
http:/fsupport.apple.com kb /HT4561.

Mote: Use of this software is subject to the original Software License Agreement(s)
that accompanied the software being updated. A list of Apple SLAs may be found
here: http:/ fwww.apple.com flegal/fsla/.

Mac OS5 X 10.6.8 Supplemental Update: Downloaded.

You must restart your computer after the updates are installed.

[ Hide Details | L Mot Now J.ﬁ Install 4 ltems )
-..-_-___-_-...-
]

7. Update(s) will be installed. Additional steps may be required
depending on the update(s).
NOTE: The time required to apply updates will vary depending on size

and other criteria. Updates, identified by the 3 icon, will require a
system restart.
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B. Empty Browser Cache and Enable Pop-up Windows

Complete the following steps to empty the browser cache and prepare Safari
to be configured for JRemote.

1. Launch the Safari Web browser.
2. If checked, uncheck “Block Pop-up Windows.”

3. Select “Empty cache..." from the main menu bar.

ileEdit View History

® M About Safari
Safari Extensions...

Report Bugs to Apple...

Block Pop-Up Windows 3K
Private Browsing...
Reset Safari...

’ Services > Edn

»

'

Hide Safari #H

Hide Others L #H

Quit Safari #¥Q
- A4 \ ',

4. Click the “Empty” button, when asked “Are you sure...”
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C. Configure Java Preferences

Complete the following steps to update Java preferences for JRemote.

1. Go to the Finder window on the dock at the bottom of the screen and
select Applications/Utilities, and then click to open Java

Preferences.app.
Utilities

MIEREEL @ DR Q

@ QuickTime Player.app &+ Disk Utility.app Preview:
PLACES oy ) .
B Deskiop & Safari.app Eﬂ Exposé.app P
A whi i Skype.app " Crab.app | L L I
Oy Stickies.app #/ Grapher.app
]l Documents ) [E8| system Preferences.app J I=l Java Preferences.app
H Movies J TextEdit.app . Keychain Access.app L‘. J
J Music @ Time Machine.app 54 Migration Assistant.app i
/- Applications (2] Utilities » | @ Network Utility.app i -

L8

1 of 32 selected, 64.26 GB available

NOTE: If this location is not accurate for your OS Version, you may
enter “Java Preferences” in the Spotlight search window (the
Magnifying Glass icon in the top right) and the system will direct you

to the proper location.

2. In Java Preferences, select the General tab/screen.
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3. For “Run applets:” select “In their own process.”

NOTE: This option will only be available in some OS X Versions. If
not applicable, no action is required.

Java Preferences

[General Security  Metwork  Advanced |

Run applets:

(.-_,, Within the browser process
Default, more compatible

Java applications, applets, and command line tools use this order to determine the first compatible version to

use.
On  MName Vender CPU-Type Version
™ Java SE 6 Apple Inc. 64-bit 1.6.0_26-b03-384
M JavaSE6 Apple Inc. 32-bit 1.6.0_26-b03-384
Drag to change the preferred order
.
Options (" Restore Defaults

Changes take effect in browsers and Java applications the next time you open them.

4. Select the Security tab/screen.
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5. If any jremote.stanfordmed.org entries are displayed, delete each

entry by highlighting the entry and clicking the I____ button.

AN Java Preferences
[ General Security | Network  Advanced |
Signed content from these sites runs without prompting. m
Site. Signer Date Added v
@ https://jremote.stanfordmed.org Citrix Systems, Inc. Sep 20,2011 5:35:51 PM ]

These signed extensions run without prompting.

Extension Signer Date Added v/

==

. [} I - (_ Open Keychain Access... )

Changes take effect in browsers and Java applications the next time you open them.

6. Select the Network tab/screen.
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7. Click the “View Cache Files...” button.

Java Preferences

[ General = Security Metwork  Advanced |

Network settings are used when making Internet connections. By default, Java applets and Web Start
applications use the network settings in the system network preferences. Only advanced users should modify
these settings.

Network Settings... )

|_| Keep temporary files for fast access:

Select the location where temporary files are kept

v/Caches (Java/cache Change

Users/adminstraltor/LibDrary

Select the compression level for JAR files Mone =

Set the amount of disk space for storing temporary files

O [ '_l||_||. : MEB

| View Cache Files... Delete Files... ( Restore Defaults |
——

Changes take effect in browsers and Java applications the next time you open them.

8. Highlight any cache entries associated with JRemote - these are

entries beginning with “https://jremote” in the URL column.

Show: | Resources . = Cache Size: 1261 KB

[ Mame URL Modified Expired Version Size |

@ JICA-zlcN jar € fittps://jremote.stanfordemedicin_~¥eb 18, 20... 112 KB -
JICA-printer... https://jremote.stanfordemedicin... Feb 18, 20... 85 KB
@ JICA-sicaN.jar https://jremote.stanfordemedicin... Feb 18, 20... 24 KB
NCA-clipboa... https://jremote.stanfordemedicin... Feb 18, 20... 17 KB
B launch.ica?M... https://jremote.stanfordemedicin... Sep 6, 2011 1.9KE
JICA-configN... https://jremote.stanfordemedicin... Feb 18, 20... 88 KB
@ cryptojM. jar https:/ /jremote.stanfordemedicin... Feb 18, 20... 183 KB
JlCA—coreN.jar https://jremote.stanfordemedicin... Feb 18, 20... 611 KB

ssIN jar https://jremote.stanfordemedicin... Feb 18, 20... 37 KB

JICA-seamle... https://jremote.stanfordemedicin... Feb 18, 20... 98 KB :
( Close )

9. Click the red “"X” button to delete JRemote cache entries.

10.Click the “Close” button to return to Java Preferences / Network

screen.
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11.Uncheck the “Keep temporary files for fast access:” checkbox, if
checked. If you do not keep this box unchecked, you will be required
to repeat these steps each time you connect to JRemote.

Java Preferences

[ General Security Metwork Advanced |

Newwork settings are used when making Internet connections. By default, Java applets and Web Start
applications use the network settings in the system network preferences. Only advanced users should modify
these settings.

Network Settings... )

@p temporary files for fast acc__eE:)

Select the location where temporary files are kept

Users fadministrator/Library/Caches /Java/cache Change

Select the compression level for JAR files Mone =

Set the amount of disk space for storing temporary files

qnon R T e a0 O [ '_'H.lll:\.‘IB

View Cache F|Ies...3 f_ Delete Files... ) (" Restore Defaults )

Changes take effect in browsers and Java applications the next time you open them.

12.Close Java Preferences by clicking the red circle in the top left corner.
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D. Configure Safari (As Required)

If you are running Mac OS X 10.6 or higher, and would like to use Safari as
your browser to access JRemote, you will need to run it in 32-bit mode.
Complete the following steps to run Safari in 32-bit mode.

1. In the Finder Window on the dock at the bottom of the screen, select
Applications, and single click on Safari.app.

2. Right-click the Safari.app entry and select “Get Info.”

|s. Applications

¥ DEVICES

¥ MP avigalor Z.Z.ap

A

B whipwani's Computer T © xniowiner.app
1 iDisk i OmniPage SE
= ¥
7 Macintosh HD : m?s‘:‘gﬁ"mﬁcn
E1 my Book A ; app
¥ PLACES . Open XML Converter.app
Deskiop « Paintbrush.app
12} Whipwani B Photo Booth.app
P s (. Picasa.app Name Safari.app
s 4 Presto! Pa...anager 7.15 Kind Application
B WV?CS %% Preview.app Size 57 MB on disk
J3 Music @ QuickTime Player.app Created 8/19/09 10:22 AM
/- . Applications @ <afaria Maodified 7/10/11 6:40 PM
; g 11:53 AM
¥ SEARCH FOR ) Skype.app Open
\ Today J Stickles.app  Show Package Contents
() Yesterday ¥ B System Prefe  \au6 to Trash o
() Past Week 7 TextEdit.app
= y Time Machi Cet Info
All Images . 9‘ ;
? T v Ol Utilities Compress “Safari.app” I
&ﬁ Bu'n “Safari.app' to Dis(...
Duplicate
Make Alias

Quick Look *Safari.app"”
Copy “Safari.app”

Show View Options
Label:

x
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3. Click the "Open in 32-bit Mode” check box.

Fa N T

&5 Safari Info

= Safari 49.6 MB
@ Modified: Sep 12, 2011 11:44 AM

¥ Spotlight Comments:

¥ General:

Kind: Application (Intel)
Size: 49.6 MB on disk (39,390,117
bytes)
Where: /Applications
Created: Wednesday, August 19, 2009
10:22 AM
Modified: Monday, September 12, 2011
11:44 AM
Version: 5.1, Copyright © 2003-2011
Apple Inc..

Label:

Open in 32-bit mode
"] Open using Rosetta
_| Locked

» More Info:

» Name & Extension:

W Preview:

» Sharing & Permissions: 5

5. Click the red circle in the top left corner to close the Safari Info
window.

6. Select “Quit Safari” from the Safari Main Menu to close Safari.
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E. Connect to SHC Network via JRemote
1. Launch the Safari Web browser.

2. Navigate to: https://jremote.stanfordemedicine.com/.

.
CITRIX' Access Gateway”

Welcome
Log On

User name:
Fas: E
Tokencode:

3. Login to the Citrix Access Gateway by entering the following
information into the appropriate fields:

e User name: Your Standard Enterprise (S-Id) User Name
e Password: Your Standard Enterprise Password
e Tokencode: Tokencode from your RSA token

4. You will be prompted by a pop-up window indicating the JRemote
applet is requesting access to your computer. Check “Allow all
applets...” and click the “Allow” button.

An applet from “jremote.stanfordemedicine.com” is
i A requesting access to your computer.

The digital signature from “Citrix Systems, Inc.” has been verified.

@MIDW all applets from “jremote.stanfordemedicine.com” with this signature

@ (* Show Details... ) ( Deny \
— B ———— —
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5. The Citrix Web Interface screen will display, from which you can
access Epic or other Citrix-hosted applications.

@ <> DT 4 [ Sun208PM = Q

Citrix Access Platform

(&) Q- vahoo!
3 + oK
CITRIX = Web Interface
Applications [ &G | Welcome wutf
G ool 0 Gt Appicutions
Welcome to your personalized view of your Citrix applications. The Applications box contains icons for the applications that you can use. Click
- 'U ;J ;_] é an icon to launch an application. Click Refresh to view the latest applications. Click Settings to change your settings. Click a folder icon to
L L L e A display its contents. IF you have problems using an application, please contact your help desk or system administrator for more information.
Accenture Test Bod PMM Vendors ~ My
Tracking Dept - N Message Center
Drive
The Message Center displays any information or error messages that may occur. )
~ My ~ My aMedica Adobe !
Documents - P Interdept  Shared - S Reader
ve “w Drive
Drive
Epic Epic Epic L]
Centricity PACS  Centricity eplc Epic09  Epic GUI e
RIS-IC with puve
Scanning

F. Close Java Applets Following Epic Session Closure (As Required)

Under some circumstances, when Epic closes, a Java Applet may remain
running on your machine. Any stray Java Applets should be closed before
opening a new Epic session.

1. Verify if any Java Applets are running - they should be viewable in
your dock as shown below

Java Applet - jremote.stanfordemedicine.com

2. Right click the icon, and select Quit from the displayed menu
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Additional Support

If you continue to have issues after completing these steps, please contact
the SHC IT Service Desk at (650) 723-3333, and select Option 3 for remote
access support.
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